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FOREWORD

Each Departnent of Defense (DoD) Agency is responsible for
devel opi ng and i npl enenti ng decisive and effective contingency
plans. Herein is the Defense Finance and Accounting Service
(DFAS) Corporate Contingency Plan and the requirenents regarding
continuity of operations and support of contingency operations
and nmobilization. Therefore, it is incunbent upon everyone in
this Agency to understand the contents and requirenments of this
docunent and prepare to support any crisis or nationa
emer gency.

Continuity of Operations Planning (COOP) is an essenti al
best business practice to ensure DFAS can continue to neet

commitnents to our custoners. |f we do not have viable plans in
pl ace to respond to a disaster and quickly resume business, we
fail in our responsibility to our custoners. This docunent

provi des gui dance on COOP and outlines Agency policy on the use
of the autonated software tool for COOP;, the Living D saster
Recovery Planning System (LDRPS). It is everyone’s

responsibility to give a high priority to developing and

maintaining viable and fully tested plans to support COOP.

DFAS plays a major role in support of deployed forces and
during mobilization. Although we do not have military forces
assigned to the Agency that deploy to support contingency
operations, DFAS is responsible for the financial systems and
finance and accounting policy necessary to support operations.
Continual planning for support of the Services during
contingency operations and mobilizations is essential to ensure
we provide our customers the best possible support during a time
of crisis.

Questions, suggestions, or clarifications to this
regulation should be directed to the Headquarters Deputy
Director for Plans and Management (DFAS HQ/M).

11S]]
Richard F. Keevey
Director
Distribution: A



May 1997
DFAS 3020. 26- R

TABLE OF CONTENTS

PAGE

Table OF Contents [11-B-i
Fi gures [11-B-iii
Ref er ences [11-B-iv
Definitions [11-B-vi
Abbrevi ati ons And/ Or Acronyns [11-B-x
CHAPTER 1. - GENERAL PROVI SI ONS

A.  Purpose I1-B-1-1

B. Cancellation I1-B-1-1

C. Applicability I11-B-1-1

D. Policy [11-B-1-1

E. Responsibilities I11-B-1-3

F. Effective Date I1-B-1-7

CHAPTER 2. - CRI SI S MANAGEMENT SYSTEM

A.  General

B. Crisis Managenent System

C. Emergency Alert Notification Conditions
D. Relationships Wth Governnent Agencies

oellvvockoy
I\JI}JI\)I\)
(ool i ol

CHAPTER 3. - CONTI NUI TY OF OPERATI ONS

Gener al

Continuity OF Operations Plans (COOP)
Pl anni ng Responsibilities

Pl anni ng Assunpti ons

Prevention

COOP Pl an Construction Using LDRPS
Security And Mai ntenance OF The LDRPS
Dat abase

COOP Pl an Activation

COOP Testing O Exercises

T oOmMmoOw>
0O OWO

Coco COCOCoCoCotom
WW WWWWWWww
NN NRRNUIR e

CHAPTER 4. - SUPPORT TO CONTI NGENCY OPERATI ONS AND
MOBI LI ZATI ON

A.  General I[11-B-4-1

B. Defense Finance And Accounting Support I11-B-4-1
El enent ( DFASE)

C. Crisis Managenent System Support O [11-B-4-2
Conti ngency Operations And Mbilization

D. Contingency Operations And Pl anni ng I11-B-4-3
Scenari os

E. Battlefield Finance Systens I11-B-4-4

F. Mbilization Support Requirenents [11-B-4-5



May 1997
DFAS 3020. 26- R

G DFAS Personnel [11

H.  Exercises I11-B

I. Renedial Action Project (RAP) Program [11-B-4-9
J. Crisis Action Packages (CAPs) I11-B-4-9

APPENDI CES
A. Situation Reports (S| TREPs)

I
B. Crisis Action Packages (CAPs) I
C. Renedial Action Project (RAP) Program Il



May 1997
DFAS 3020. 26- R

Fl GURES
Fi gure Title Page
3-1 Conti ngency Pl anning Cycle I11-B-3-4
A-1 SI TREP For mat [11-B-A-6
B-1 Crisis Action Plan Format I11-B-B-4

[11-B-1-iii



May 1997
DFAS 3020. 26- R

REFERENCES

(a) DFAS Regulation, 3020.26-R, “Corporate Contingency Plan”
November 12, 1992

(b) Executive Order 12656, "Assignment of Emergency
Preparedness Responsibilities,” November 23, 1988

(c) DoD Directive 3020.26, "Continuity of Operations Policies
and Planning,” May 16, 1995

(d) DoD Directive 3020.36, "Assignment of National Emergency
Preparedness (NSEP) Responsibilities to DoD Components,"
November 2, 1988

(e) DoD 3020.36-P, "DoD Master Mobilization Plan (MMP),"
May 1988

() DoD Directive 5200.28, "Security Requirements for Automated
Information Systems (AlSs)," March 21, 1988

(g) DFAS Regul ation 8000.1-R, Information Managenent Policy
and I nstructional CGuidance, August 21, 1996

(h) LDRPS Users Guide and LDRPS Adm ni sters Gui de, DFAS-
3020. 26, Supplenent 1, To Be Publi shed

(i) LDRPS Training CGuide, To be published

() DoD Directive 1235.11, "Management of Individual
Mobilization Augmentees,” January 17, 1989

(k) DFAS 1300.1M, "Military Personnel Regulation”, February
1995

() DoD Directive 2000.12, "DoD Combating Terrorism Program,”
September 15, 1996

(m DoD Directive 3020. 4, "Order of Succession to Act as
Secretary of Defense”, July 3, 1996

(n) DFAS Regulation 5015-R, “DFAS Records Management Program,”
August 1996

(o) DoD Directive 5118.5, "Defense Finance and Accounti ng
Service," Novenber 26, 1990

(p) DoD Directive 1200.7, "Screening the Ready Reserve,"
April 6, 1984

(q) DoD Directive 1235.11, “Management of Individual
Mobilization Augmentees (IMAs),” May 6, 1996



May 1997
DFAS 3020. 26- R

(r) DoD Directive 1352.1, "Managenent and Mobilization of
Regul ar and Reserve Retired Mlitary Menbers," March 2, 1990

(s) DoD Directive 1400.31, "DoD Civilian Wrkforce Contingency
and Enmergency Pl anning and Execution," April 28, 1995

(t) DoD Directive 1100.18, "Wartine Manpower Mobili zation
Pl anni ng, " January 31, 1986

(u) DoD Instruction 1100.19, "Wartinme Manpower Mobilization
Pl anni ng Policies and Procedures," February 20, 1986

(v) DoD 1100.19-H, "Wartinme Manpower Mobilization Pl anni ng
GQui dance, " March 1990

(w) DoD Instruction 3020.37, "Continuation of Essential DoD
Contractor Services During Crisis," Novenber 6, 1990

(x) DoD Instruction 3020.38, "Pronul gati on and Adm ni stration
of OSD Crisis Action Packages (CAPs)," Decenber 13, 1990

[11-B-1-v



May 1997
DFAS 3020. 26- R

DEFI NI TI ONS

1. Alternate Headquarters. An existing headquarters of a DoD
Conponent or subordi nate command designated to assune the
responsibilities and functions of another headquarters under
prescri bed energency conditions.

2. Aternate Files. Essential directives, instructions,
prograns, plans, energency action procedures, and other
docunents required for the conduct of essential functions in a
nati onal energency situation. Miintained at the alternate or
rel ocation site.

3. CINCFORSCOM  Conmander-in-Chief of the U S. Forces Comrand
who commands five Continental U S. Armes (CONUSAs) and is
responsi ble for the defense of the Continental United States.

4. Contingency. An energency caused by natural disasters,
terrorists, subversives, or by mlitary operations. Due to the
uncertainty of the situation, contingencies require plans, rapid
response, and special procedures to ensure the safety and

readi ness of personnel, installations, and equi pnent.

5. Continuity of Operations. The degree or state of being
continuous in the conduct of functions, tasks, or duties
necessary to acconplish a mssion in carrying out the national
mlitary strategy.

6. Continuity of Operations Plan (COOP). A DoD Conponent’s
witten policies and procedures to ensure continuity of
oper ati ons.

7. Crisis Action Package (CAP). A set of docunents that
facilitate the assenbly of essential elenents of information and
provi des specific guidance on likely issues and deci sions that
could confront the Secretary of Defense and other OSD officials
during a crisis. Each CAP contains background information on

| egal authorities and coordination requirenents as well as draft
copi es of specific inplenenting docunents that can be quickly
adapted in response to an energency situation.

8. Crisis Coordination Goup (CCG. The CCG which is a part

of the CMS, consists of DoD Conponent nenbers and Civil

Depart ments and Agencies who gather in the Crisis Coordination

Center (CCC) during a crisis for dissem nating and coordi nating
tinmely information on key issues.

9. Cisis Managenent System (CMS). The CMS is a standby system
that is activated by the Under Secretary of Defense for Policy,
or authorized representative, during a crisis. The CMS
facilitates the staffing process, and ensures that OSD seni or
staff officials are provided the nechani sms and procedures
essential to enable themto performtheir energency
responsibilities.

Vi
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10. Command Post Exercise (CPX). An exercise in which the
forces are sinmulated, involving the conmander, his staff, and
comruni cati ons within and between headquarters.

11. CONUSA. Continental U S. Arny, subordinate to U S. Arny
For ces Command.

12. Energency Relocation Site. A site located outside a prine
target area, to which all or portions of a civilian or mlitary

headquarters nmay be noved. It nay be inactive or on a standby
basis and may be manned to provide for the maintenance of the
facility, communications, and database. It should be capabl e of

rapid activation, of supporting the initial requirenments of the
rel ocated headquarters for a predeterm ned period, and of
expansion to neet wartinme requirenments of the rel ocated
headquarters.

13. Energency Staff Designees. Individuals or staff groups
prepared, with mniml prior warning, to nove to designated
alternate or relocation sites, forman energency staff, and
perform essential functions.

14. Essential Contractor Service. A service provided by a firm
or an individual under contract to DoD to support vital systens
consi dered of utnost inportance to the U S. nobilization and
wartime mssions. That includes services provided to Foreign
MIlitary Sales custoners under the Security Assistance Program
Those services are essential because of the foll ow ng:

a. DoD Conponents nmay not have military or DoD civilian
enpl oyees to performthese services inmediately.

b. The effectiveness of defense systens or operations may
be seriously inpaired, and interruption is unacceptabl e when
those services are not available i mrediately.

15. Essential Functions. |Indispensable crisis and wartine
operations of the Departnent of Defense.

16. G aduated Mbbilization Response (GWR). The process by
which the United States responds to early anbi guous or explicit
war ni ng of an energing national security emergency, including
prepl anned i ncrenental steps to react flexibly to a wi de range
of national security threats, and provide tinely preparedness
measures in the areas of force readiness, industrial base
prepar edness, operational requirenments, and conbat
sustainability.

17. Level Plans. Contingency and nobilization plans at
different [ evels of conmand or organi zation.

a. Level |I. Plans devel oped by the Departnent of Defense.
The DoD Master Mbilization Plan (MW) is the first |evel of

[11-B-1-vii
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pl anni ng and descri bes what is to be done, who is to do it, and
how t he various tasks are carried out.

b. Level Il. Plans devel oped by the second | evel of
command whi ch includes the offices within the Ofice of
Secretary of Defense, the Joint Staff, the Mlitary Departnents,
and Def ense Agenci es.

c. Level 111. Support plans devel oped by the third | evel
of command. This includes the Centers and the DFAS Headquarters
as a separate and distinct organi zation in the support of the
Cor porate Contingency Pl an.

d. Level 1V. Support plans devel oped by the fourth | evel
of command. This includes the OPLOCs and any ot her subordinate
organi zation of an activity that devel ops a Level |11 plan.

18. Master Scenario Events List (MSEL). A preplanned event or
task in a conmand post exercise used to identify an issue or
val idate a proposed solution to a previously identified problem

19. Mobilization. The process by which the Arned Forces or
part of themare brought to a state of readiness for war or

ot her national energency. This includes activating all or part
of the Reserve conponents as well as assenbling and organi zi ng
personnel, supplies, and materiel. Mbilization includes but is
not limted to the foll ow ng categories:

a. Presidential Selective Reserve Call-up (PSRC)
Expansi on of the active Arned Forces resulting fromaction by
Congress and/or the President to nobilize Reserve Conponent
units, individual ready reservists and the resources needed for
their support to neet the requirenents of a donestic enmergency
that is not the result of an eneny attack

b. Partial Mbilization. Expansion of the active Arned
Forces resulting fromaction by the Congress or by the President
to nobilize 1,000,000 reservists and resources needed for their
support to nmeet the requirenents of a war or other nationa
energency involving an external threat to national security.

c. Full Mbilization. Expansion of the active Arned
Forces resulting fromaction by the Congress and the President
to nobilize all Reserve Conponent units in the existing approved
force structure, all individual reservists, retired mlitary
personnel, and the resources needed for their support to neet
the requirenments of a war or other national energency involving
an external threat to national security.

d. Total Mobilization. Expansion of the Arnmed Forces
resulting fromaction by the Congress and the President to
organi ze and/ or generate additional units or personnel beyond
the existing structure and the resources needed for their
support to neet the total requirenents of a war or other

Viii
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nati onal energency involving an external threat to the national
security.

20. Nonconbat ant Evacuation Operations (NEO . Operations

di rected by Departnent of State, DoD, or other appropriate

aut hority wherein nonconbatants are evacuated from areas of
danger overseas to safehavens overseas or to the United States.
Nonconbat ants i ncl ude dependents of service nmenbers, civilian
enpl oyees of all U S. Governnent Agencies and their dependents,
and mlitary personnel specifically designated for evacuation as
noncomnbat ant s.

21. Presidential Selected Reserve Call-up (PSRC). The
Presi dent has the authority to activate involuntarily up to
200, 000 Sel ected Reserve nenbers for 270 days w thout the
requi rement for declaring a national emergency.

22. Reconstitution. Actions ordered by the surviving conmand
authority to reestablish a danaged or destroyed headquarters
wi th survivors of the attack or personnel from other sources,
predesi gnat ed as repl acenents.

23. Renedial Action Project (RAP) Program Delineation of
deficiencies or shortcomngs in existing policies, strategies,
pl ans, procedures, materiel, or systens that focus on ngjor
problens with joint inplication that can be corrected through
specific action(s).

24. Sensitive Unclassified Information. Any information which
the | oss, m suse, or unauthorized access to, or nodification of,
coul d adversely affect U. S. national interest, the conduct of
DoD prograns, or the privacy of DoD personnel.

25. Special Facility (SF). A protected energency site nmanaged
by Federal Energency Managenent Agency (FEMA) for relocation of
Federal Governnment personnel responsible for the centralized
control and allocation of national resources. The SF provides a
mechani smto respond to presidential direction, to nmake policy
deci si ons, to announce decisions, and to inplenent them

26. Succession of Conmand. A process whereby a subordinate
commander substitutes for and assunes the authority, duties, and
functions of a disabled senior commander.

27. State Area Conmand (STARC). A nobilization entity within
the state national guard (NG that is ordered to active duty

when NG units in that state are alerted for nobilization. It
provi des for the control of nobilized NG units from honme station
until arrival at nobilization station. It is also responsible

for planning and executing mlitary support for civil and | and
def ense pl ans under the area commander

[11-B-1-ix
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CHAPTER 1

GENERAL PROVI SI ONS

A. PURPOSE. This regul ation establishes the Defense Finance
and Accounting Service (DFAS) policies, prograns, and
procedures regardi ng contingency planni ng, and assi gns
responsi bilities. Contingency planning wthin DFAS consists
of two categories: (1) continuity of operations to include
nat ural energencies; natural disasters; technol ogical

di sasters; and physical security threats; and (2) providing
support to deployed forces; or the Agency response during a
nati onal enmergency or a nobilization of reserve forces.

B. CANCELLATI ON. DFAS Regulation, 3020.26-R, “Corporate
Contingency Plan”, November 12, 1992, is canceled.

C. APPLI CABI LI TY. This regulation applies to
DFAS-Headquarters, DFAS Centers at Columbus, Ohio; Cleveland,
Ohio; Denver, Colorado; Indianapolis, Indiana; and Kansas

City, Missouri; (hereafter referred to collectively as

"Centers"), organizations under the jurisdiction of the

Centers (Operating Locations (OPLOCSs), Defense Accounting
Offices (DAOs)/Defense Military Pay Offices (DMPOs) and any
other subordinate organizations), Finance Support

Organizations (FSO), Financial Systems Activities (FSA) and

any other DFAS organization.

D. POLICY.

1. Presidential Executive Order (EO) 12656 directs all
levels of government to meet essential defense and civilian
needs during any national emergency. Further, national
emergency preparedness planning includes:

a. ldentification of functions performed during an
emergency.

b. Development of plans for performing the required
functions.

c. Development of the capability to execute
emergency plans. Create plans for the worst case scenario
without the current resources available to provide support.

d. Write plans from the perspective of when, not
if, a disaster occurs.

1r-B-1-1
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2. In conpliance with EO 12656 and Departnent of Defense
(DoD) policy and requirenents per DoD Directive 3020.26, DoD
Directive 3020.36, and DoD 3020. 36- P, DFAS shall:

a. Develop, maintain, and exercise contingency
pl ans to ensure that essential functions and operations
continue with mnimal inpairment during any | ocal or national
emer gency.

b. Plan for continuity of operations for any
nati onal enmergency situation, to include: nuclear and non-
nucl ear attacks, threats of attacks, international crisis,
natural and technol ogi cal disasters, civil disturbance, and
terrorism

c. Develop contingency plans which are sufficiently
flexible to take full advantage of any warning that could
precede a national energency, and which address the entire
spectrum of conflicts and crisis.

d. Develop a corporate contingency plan (Level 11)
wi t h subordi nate supporting plans (Level 1l and Level 1V) in
support of DoD continuity of operations, nobilization, and
wartime requirenents.

e. Develop, as needed, and in coordination with
appropriate DoD Conmponents, Crisis Action Packages (CAPs)
required to effect anticipated decisions and actions during
continuity of operations, nobilization, and warti ne.

f. Establish the optinmal organizational or commuand
structure for ensuring continuity of operations.

g. Develop plans that incorporate the use of
al ternate headquarters as well as energency relocation sites.

h. Support the Ofice of Secretary of Defense (OSD)
Crisis Managenent System (CMS).

i. Coordinate contingency plans within and between
DoD Conponents, and with appropri ate Federal agencies and
or gani zati ons.

3. In support of the above, it is DFAS policy to:
a. Protect autonmated data processing by backup
pl ans, prograns, and procedures to include nmeking, storing,
and recovering of files and tapes.

b. Design and regularly test all planned and
operational automated information systens to ensure that these

[11-B-1-2
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systens can support the contingency planning requirenents
detailed in this docunent, DoD regul ations, and any

suppl enentary pl ans i ssued by DFAS-Headquarters and the
Centers.

c. Provide funding resources to support the
pl anni ng, mai ntenance, testing, and execution of contingency
plans outlined in this regulation. Defense Information
Systens Agency (DISA) will fund contingency plans for
automat ed data processing requirenments under its jurisdiction.

d. Establish an Agency-w de Contingency Pl anning
Wrking Goup (CPW5 to continually review DoD conti ngency
pl anni ng policies, requirenents and devel op appropriate pl ans
for DFAS-Headquarters and the Centers. A senior staff nenber
assigned to the DFAS- Headquarters Deputy Director for Plans
and Managenent, will chair the CPWG which wll neet at |east
sem annual Iy, and consist of at |east one representative from
each Center and DFAS- Headquarters Deputy Directors’ office.
Representatives from DI SA and ot her DoD Conponents nay
participate in the Agency CPWG to fully integrate and
coordi nate conti ngency pl ans.

e. Review and update annually the Corporate
Contingency Plan (Level I1) and support plans (Level |1l and
Level 1V) devel oped by DFAS-Headquarters, the Centers and
OPLQCs.

f. Cassify, as appropriate, per DoD directives and
instructions, those plans dealing with relocation sites and
procedures.

g. Test contingency plans to ensure the Agency’s
support and execution of DoD s continuity of operations,
mobi i zation, and war plans. DFAS-Headquarters and the
Centers will participate in and fully support the Chairnan,
Joint Chiefs of Staff (CICS) command post exercises and ot her
eval uati ons.

E. RESPONSI BI LI TI ES.

1. The DFAS- Headquarters Deputy Directors and Genera
Counsel shall:

a. Ensure consideration of the Agency’'s
responsibilities and functions delineated in DoD Directive
5118.5 during all phases of contingency planning, and
executed during continuity of operations, nobilization, and
wartime.

[11-B-1-3
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b. Assist the DFAS-HQ Deputy Director for Plans and
Managenent in devel opi ng and inplenmenting the Corporate
Contingency Plan (Level I1) and DFAS- Headquarters Conti ngency
Support Plan (Level 111).

c. Develop and inplenent the various contingency
support prograns identified in this regul ation.

2. Specific responsibilities assigned to the DFAS-
Headquarters include the foll ow ng:

a. The DFAS-Headquarters Deputy Director for Plans
and Managenent shall :

(1) Ensure the inplenentation of this
regul ati on and gi ve advice and gui dance to each DFAS Center
related to contingency pl anning.

(2) Establish a corporate Crisis Managenent
System (CVMS) with the requisite plans and conponents as
outlined in chapter 2, and ensure that the DFAS CMS integrates
into and supports the OSD CMVS.

(3) Develop and maintain a Level [11
contingency plan for DFAS-Headquarters that inplenments the
Cor porate Conti ngency Pl an.

(4) Fornul ate appropriate actions for the
Director’s approval, in coordination with the DFAS-
Headquarters Deputy Directors, regarding changes in the
Defense Readiness Conditions (DEFCON).

(5) Establish plans and procedures for DFAS to
fully support and participate in the Chairman, Joint Chiefs of
Staff (CJCS) Command Post Exercise (CPX) Program, and:

(a) Institute a corporate Remedial Action
Project (RAP) program and maintain a current automated data
processing (ADP) database of RAPs.

(b) Coordinate the Agency participation
in the CJCS Joint Universal Lessons Learned (JULLS) program
and be responsible for the associated ADP software support
requirements.

(c) Submit appropriate corporate RAPs for
inclusion in JULLS.

(6) Formulate plans and procedures in support
of the OSD and DFAS Crisis Action Package (CAP) program.

11-B-1-4
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(7) Develop and publish an annual contingency
test and exercise plan, in coordination with the Mlitary
Services, the Joint Staff, DI SA, and Centers.

(8 Maintain current information on essenti al
contractors providing services to DFAS activities.

b. The DFAS- Headquarters Deputy Director for
Resour ce Managenent shal |

(1) Manage the DFAS Sel ected Reserve
Augment ati on program

(2) ldentify on DFAS personnel manni ng
docunments, in coordination wth Headquarters Deputy Directors
and Center Directors, the DFAS key billets for nobilization
pur poses.

(3) Develop, in coordination with DFAS-
Headquarters Deputy Director for Plans and Managenent, a DFAS
Warti me Manpower Mobilization Pl anni ng System ( WARVAPS) .

(4) Develop and inplenment an Agency terrori st
Threat Condition (THREATCON) System

(5) Develop policies and procedures in support
of Continuity of Operations Planning (COOP) to include:

(a) Records managenent, including vital
records.

(b) Finding replacenent facilities.
(c) Ontaining contingency contracts.
(d) Safety deficiency triage.

(e) Energency funding authority.

(f) External Services (Public Affairs,
Congressional Liaison Ofice, etc.).

c. The DFAS-Headquarters Deputy Director for Human
Resour ces shal |

(1) Develop plans and procedures regarding
wor k st oppage.

(2) Fornulate plans and procedures to preclude
assignnent of mlitary reservists and retirees to key billets

[11-B-1-5
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whi ch woul d adversely inpact DFAS operations should they be
recalled to active duty in support of nobilization.

(3) Develop procedures and notify the
i mediate fam ly nmenbers of DFAS enpl oyees who are fatalities
or serious injuries.

(4) Fornulate COOP policies and procedures for
per sonnel accountability, furloughs, and energency | eave.

d. The DFAS- Headquarters General Counsel shall:
Revi ew al |l contingency plans to ensure conpliance with
statutes and regul ati ons regardi ng energency authorities and
assi st in devel oping contingency or enmergency | egislation.

e. The DFAS-Headquarters Deputy Director for
I nformati on Managenent shall

(1) Develop and distribute policy
st andar ds/ gui del i nes for ensuring backup capability of DFAS
automated i nformati on systens, databases, software
paranmeters/files, etc., and provide oversight for off-site
storage of the required backup files on a regularly schedul ed
basis. Backup files of conputer data are required for
recovery of mainframe, md-tier, wide or |ocal area network
operating environnents, and personal conputers that support
ti me-sensitive business operations.

(2) Fornul ate policies and procedures for the
security of Automated | nformation Systens.

(3) Negotiate annual Service Level Agreenents
(SLA) with DI SA and ensure it includes provisions for COOP and
performliaison within that agency.

(4) Participate in the devel opnent and
execution of Agency COOP procedures and testing.

3. Center Directors shall:

a. Conply with the provisions of this regulation
and devel op plans (Level 111) with supporting prograns and
procedures that inplenent the Corporate Contingency Plan.

b. Establish a Center CM5 with requisite plans,
prograns, procedures, and equi prent that integrates into and
supports the DFAS corporate CMS

c. Ensure that OPLCCs, DAOQ DMPGCs or renote sites
under their purview have appropriate contingency pl ans,
prograns, and procedures.
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d. Forward proposed contingency and support plans
to the DFAS-Headquarters Deputy Director for Plans and
Managenent

for review and approval before promul gati ng such pl ans.

4. OPLOC Directors shall:

a. Conply with the provisions of this regulation
and devel op plans (Level 1V) with supporting prograns and
procedures that implement the Corporate and parent Center’s
Contingency Plan.

b. Establish an OPLOC CMS with requisite plans,
programs, procedures, and equipment that integrates into and
supports the DFAS corporate CMS.

c. Forward proposed contingency and support plans
to their parent Center for review and approval before
publishing such plans.

F. EFEECTI VE DATE. This regulation is effective immediately
and is mandatory for use by all staff assigned to the DFAS-
Headquarters, Centers and OPLOCs.
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CHAPTER 2

CRI SI S MANAGEMENT SYSTEM

A. GENERAL. The Corporate Contingency Plan consists of
various planning elenents or requirenents. The key to
execution of the plan is an Agency-w de Crisis Managenent
System (CVMS). The CMS is the framework to provi de managenent
with information to nake tinely informed decisions and
expedite the flow of information between DFAS- Headquarters,
subordi nate Centers and OPLOCs and an interface with the

O fice of the Secretary of Defense. The system establishes
procedures for imrediate notification of the DFAS-
Headquarters, Centers, and/or appropriate Agency personnel if
a local disaster, national energency or an inpending situation
occurs that could affect a mssion or function. Further, the
Agency Crisis Managenent Systeminterfaces with simlar
managenent systens within the O fice of Secretary of Defense,
the Joint Staff, other Defense Departnent Conponents, Federal
Agenci es and organi zations to coordi nate and exchange

i nformati on.

B. CRISI'S MANAGEMENT SYSTEM ( CVB).

|. The CM5 is a standby system activated in response to
a crisis, energency, national security event, or training
exerci se. Events occurring locally, nationally or
internationally could cause the activation of the CVM5. The
pur pose of the CM5 is to:

a. Dissemnate essential information to the Agency
| eaders and/or higher |evel decision makers.

b. Create a nmechanismfor the flow of significant
or rapidly changing information from DVPQ DAQ OPLCCs, to
Centers, to DFAS-Headquarters, and to higher headquarters
(Joint Staff, USD(C) and OSD CMS), and vice versa.

c. Coordinate single or nmultiple actions which
could be tine sensitive, especially in an actual crisis.

d. Resolve issues at the | owest appropriate |evels
of the Agency.

e. Facilitate the staffing process and provide
seni or agency command | eaders with information, nechanisns,
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and procedures essential to discharge their energency
managenent responsibilities.

2. Ofice of Secretary of Defense (OSD) CMS.

a. This Agency, per DoD Directive 3020.36, shall
support and participate in the OSD CM5. An elenent of this
managenent systemis the OSD Crisis Coordination Goup (CCG.
This G oup, nade up of selected DoD | eaders and staff nenbers
wi th TOP SECRET cl earances, neets in the OSD Executive Support
Center (ESC) during energencies for the rapid dissem nation
and coordination of tinely information on key issues at the
hi ghest DoD | evel .

b. The DFAS-Headquarters Deputy Director for Plans
and Management, with the assistance of DFAS- Headquarters
Deputy Directors and CGeneral Counsel, shall organize and
formul ate plans for the Agency’s support of the OSD CMs and
participation in the OSD ESC.

c. The Agency Director, Principal Deputy Director,
Deputy Directors, General Counsel, and support staff
consisting of at |east one person fromeach Deputy Director’s
office will have a TOP SECRET cl earance and access to ensure
the Agency can support full participation in the OSD CWVS.

3. DFAS CMs.

a. GCeneral. An Agency-w de CMS provides
appropriate crisis and energency responses to the OSD ESC, and
wi thin the Agency. The Agency Director or Principal Deputy
Director may partially or fully activate the Crisis Managenent
System A Center or OPLOC Director nmay activate his/her CV5
based on | ocal energency circumnmstances, or for training and
testing.

b. Crisis Coordination Centers. DFAS-Headquarters,
Centers and OPLOCs will establish CCCs which are the focal
points for the command and control of the CM5. Each CCCis a
separate facility, office, or conference roomthat has the
appropriate |level of security and control to permt SECRET
| evel conmuni cations and | arge enough to handle the requisite
equi pnment and support staff. An OPLOC CCC provides the
interface with the Center CCCs. A Center CCC provides the
interface with the DFAS-Headquarters CCC which [inks in turn
to the OSD CCC, as required by the situation. The
satisfactory conpletion of the follow ng CCC requirements wl|l
provi de essential operations and communi cati ons throughout the
Agency.
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(1) Operations. The DFAS-Headquarters, Center
and OPLOC CCCs can become operational on instant notification
wi th pre-designated and thoroughly trai ned personnel and the
requi site CCC equi pnment. Local energencies, crisis, other
real world events, training, and exercise participation my
require limted personnel support or the full utilization of
al | designated CCC personnel. Hours may vary from normal duty
hours to an expanded 24 hour operations. Every CCC will have
a designated director (an additional duty) who is responsible
for the crisis center operations and functions.

(2) Aternate and Backup Facilities.
DFAS- Headquarters, Centers and OPLOCCs w || nmake plans to
activate an alternate or backup CCC in the event the primary
CCC is not available. This facility nust be capabl e of
supporting CCC operations for at least the first 48 hours of a
crisis. Store excess secure equipnent in this facility or
devel op contingency plans for the energency procurenment of the
requi site CCC equi prent.

(3) Requisite Equi pnment. The equi pnent in the
CCC nust consi st of operational Secure Tel ephone Unit (STU
I11) comunications to include one unit for the secure
conputer and another for secure facsimle and secure voi ce.
Each CCC nust have a secure conputer capabl e of processing
classified information (up to SECRET) that conplies with
security standards, a paper shredder, and a security contai ner
(safe) for storage of SECRET material. The |ocal security
manager nust certify placenent and use of this equi pnent.

(4) Security of STU-1IIl Crypto Ignition Keys
(ClKs). \When separated fromthe secure tel ephone unit in
support of the CCC, handle the CIK as a high value item and
protect at the same |l evel as the keying material. To ensure
that the keys are available to the proper CCC personnel, store
the CIKs in an approved security container, accessible for all
CMS requirenents. In addition, a mninmmof three people
shoul d have access to the security container and Cl Ks.

(5) Personnel Security Clearances. Plan to
execute CCC functions at the SECRET | evel of classification.
Therefore, sufficient nunbers of staff action personnel and
support menbers nust have the proper security clearance/ access
to stand around-the-clock watches, work issues by functional
area, and provi de responses to hi gher headquarters. Permt
only people certified with at | east a SECRET security
cl earance in the CCC during classified operations.
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(6) Personnel Qualifications. Pre-designate
and train qualified personnel to support and participate in
the CCC operations. These personnel should prepare to react
to an inmediate crisis. Every CCC nust have a core of
personnel, capable of handling various tasks during a crisis
i ncl udi ng operating the equi pnent, providing adm nistrative
support, coordinating responses to inquires, and standing
wat ches.

c. Situation Reports (SITREPs). Centers shal
submt a SITREP to the DFAS-Headquarters CCC, and
DFAS- Headquarters to appropriate CCCs, when unusua
ci rcunstances or unpl anned energency events occur. In all
cases, it is prudent to "over report” to keep the Agency
| eaders informed rather than to delay or not report problens
on |l ess than satisfactory situations as they occur. Appendi x
A provides instructions on the subm ssion of SITREPS.

d. Planning Requirenments. DFAS-Headquarters,
Centers and OPLCCs shall devel op plans, with inplenenting
prograns and procedures, that delineate the CM5 operations and
requirements. Along with the CCC and SI TREP requirenents
di scussed above, the plan will include operating instructions
that cover the normal daily CCC operation and those activities
initiated upon activation of the CM5. These instructions mnust
contain sufficient details to permt a snooth, instantaneous
activation of the CCC when required by higher authority or
| ocal situations, and include the foll ow ng:

(1) CCC Recall Roster. An updated roster to
i ncl ude office and hone tel ephone nunbers of all people
qualified and trained in the operation and function of the
CCC. Conduct periodic training of these personnel on CCC
operations during energency situations.

(2) Key Personnel. Mintain a current roster
of key, essential personnel in each functional area, as
determ ned by each organi zation, with office and hone
t el ephone nunbers in the CCC or accessible to those staffing
t he CCC.

(3) Personnel Notification Procedures. Sone
OPLOCs/ Centers may need to notify |arge nunbers of essenti al
personnel in the recovery, relocation or reconstitution of
essential functions. Therefore, each Center should have
explicit instructions for the notification of essential people
W thin each directorate/section during off duty hours.
Addi tionally, maintain the hone tel ephone nunbers of ALL
mlitary personnel in the CCC, or accessible to CCC personnel,
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for possible fam |y enmergency notification requirenents.
Conmply with the provisions of the Privacy Act regarding the
handling of this informtion.

(4) Checklists. Develop and use crisis action
checklists to provide a systenmatic plan for dealing with an
energency to include details on conpleting all possible
requi rements. Checklists will include functional areas such
as Agency notification; organization personnel, public
affairs; logistics including supply, travel, and equi pnent,
and physical security.

(5) Automated Information System (AlS).
Formul ate an AlIS security plan for the CCC that conplies with
the requirenments of DoD Directive 5200.28 and DFAS Regul ation
8000.1-R.  These references require that an AI'S for processing
classified or sensitive unclassified informtion nust neet
m ni mum requi rements. These requirenents include:
accountability; access; security training and awar eness;
physi cal controls; markings; data continuity; contingency
(backup) planning; accreditation; and risk managenent. In
addition, isolate the AIS used for classified matters
el ectronically, logically, and physically fromall personnel
and information systens not possessing the requisite clearance
or authorization. Develop and docunent detail ed operating
instructions to clearly show the perfornmance of secure Al'S
oper ati ons.

(6) Log. Mintain a |og when activating the
CVM5. The log is an official docunent |isting the watch
standers and describing the events and actions as they unfold.

(7) Tests and Evaluation. Periodically
validate the anticipated crisis actions to ensure that proper
and correct plans and procedures are in place. Therefore, at
| east every six nonths, test the energency recall roster and
ensure personnel notification procedures are current during a
normal off duty tinme period. Evaluate enmergency team
procedures and energency checklists annually.

e. Menorandum or Letter of Agreenent. Devel op
witten support agreenents, as required, with another DoD
Conponent or |ocal security force to ensure notification of
key | eaders or other appropriate people during off duty hours.
The appropriate Agency | eaders nust approve the agreenents.

f. Selected Reserve Augnentation. The CCC requires
around-the-clock manning only during a crisis, energency,
nmobi |i zati on, exercise, or testing period. Selected Reserve
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menbers coul d becone key nenbers for the CCC s adm nistrative
and operational functions. Drilling reservists are a trained
force that can devel op conti ngency plans and procedures and
ensure that a qualified staff is imediately available for all
possi bl e conti ngency scenari os and CCC operations. They
provide a trained resource famliar with crisis situations,
elimnating the need to hire and train new civilian staff
nmenbers during an energency. For these reasons, the
Headquarters and Centers are encouraged to use |ndividual
Mobi |'i zati on Augnentees (I MAs), or in the case of the Navy,
reserve units, in support of the crisis managenent system
personnel requirenents. The DFAS-Headquarters Deputy Director
for Resource Managenent nmanages the | MA program as prescribed
in DoD Directive 1235.11 and DFAS 1300. 1M

C. EMERGENCY ALERT NOTI FI CATI ON CONDI T1 ONS.

1. Use alert, threat, defense, and other "condition"
code words to notify the affected DFAS organi zati on based on
specific enmergency scenarios. These code words are standard
t hroughout DoD and ot her Federal Agencies and used in al
types of contingencies including continuity of operations,
nmobi | i zation, and wartime. In some cases, DFAS Centers and
activities nmay be notified by a Federal Agency or other DoD
Conponent of energency situations and alert conditions before
such circunstances are known by DFAS- Headquarters. Wen this
occurs, notify DFAS-Headquarters by a S| TREP.

2. Terrorist Threats Against Facilities and Peopl e.
Terrorist attacks will likely occur with little or no warning.
Si nce DFAS- Headquarters, Centers and renote activities are not
in proximty but located in different areas of varying degrees
of potential threats, each organi zation nust determne its
| evel of risk and establish appropriate anti-terrorism
procedures. DoD Directive 2000.12 delineates these procedures
and the specific neasures to take. The DFAS-Headquarters
Deputy Director for Resource Managenent and Center Directors
shall develop and inplenment a terrorist Threat Condition
( THREATCON) System based on this DoD directive. Furthernore,
base any action in response to terrorismon all appropriate
sources of information including intelligence reports,
| ocal /state | aw enforcenment information, and liaison with
other local, state, and/or federal agencies, but tenpered by
best judgnent and know edge of the local situation. In al
cases, submt a SI TREP whenever increased security measures
are taken in response to terrorism Follow ng are the code
words used to identify THREATCONs in the DoD directive:
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a. THREATCON NORMAL. This condition applies when a
general threat of possible terrorist activity exists, but
warrants only a routine security posture.

b. THREATCON ALPHA. Nonspecific threat(s) of
terrorismagainst U S mlitary and civilian personnel or
facilities in a general geographic area. The nature and
extent of a terrorist activity within this threat condition
are unpredi ctable. However, it may be necessary to inpl enent
certain nmeasures as a result of intelligence reports or as a
deterrent.

c. THREATCON BRAVO. Mbre predictable threat(s) of
terrorismagainst U S mlitary and civilian personnel or
facilities exist wwthin a geographic area. Plan to maintain
the nmeasures in this threat condition for weeks w t hout
causi ng undue hardship, affecting operational capability, or
aggravating relations with local authorities.

d. THREATCON CHARLIE. Irmminent threat of terrorist
acts against specific US mlitary and civilian personnel or
facilities. |Inplenentation of the neasures in this THREATCON
for nore than a short period may create hardship and affect
the peacetine activities of the unit and its personnel. The
t hreat ened organi zation will activate the CV5 when this threat
condition is in effect.

e. THREATCON DELTA. This condition applies when a
terrorist attack occurs in the |local area or the conmmand
receives information that terrorist action against a specific
| ocation is likely. Normally, declare this THREATCON as a
| ocal i zed war ni ng.

3. Attack on the Continental United States.

a. Readi ness Condi ti on.

(1) Condition ALPHA. Assumes that a surprise
attack (generally considered to be a nuclear attack) wll
destroy or limt the use of normal, daily facilities with such
suddenness that relocation before the attack cannot take
pl ace. Planning for condition ALPHA shall incorporate use of
existing facilities, designation of alternate headquarters and
successors.

(2) Condition BRAVO. Assunes that there wll
be sufficient tinme before an inpending attack for the
energency staff personnel to relocate. Al Agency Conponents
will initiate plans to activate the emergency relocation site.
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b. During a period after an attack, give priority
to mlitary operations and | ogistical support, maintenance and
restoration of |aw and order, support of civil defense, and
damage and residual resource assessnent. Initial actions
shall focus on survival activities, mlitary operations,
nmobi lization of mlitary and civilian manpower as required,
restoration of essential comrunications, transportation, and
performance of other essential functions. Over the |onger
term restructure and restore headquarters staffs,
capabilities, and functions as resources permt. Plans to
reconstitute DoD finance and accounting functions on a case-
by- case basi s dependi ng on cost and resources.

4. Defense Readiness Conditions (DEFCON). A uniform
system of progressive alert postures identified by the acronym
DEFCON and a nunmber 1 to 5. Public announcenent of a DEFCON
shall follow Presidential decisions and gui dance fromthe
Secretary of Defense issued under the various conditions. The
DFAS Director will determne required actions within the
Agency for each DEFCON at the tinme readi ness conditions
change. Defense readi ness conditions are as follows:

a. DEFCON 5. Nor nal readi ness.

b. DEFCON 4. Increase intelligence watch and
strengt hen security neasures.

C. DEFCON 3. An increase in force readi ness above
that required for normal readi ness.

d. DEFCON 2. A further increase in force
readi ness, but | ess than maxi rum r eadi ness.

e. DEFCON 1. Maxi mum r eadi ness.

5. CGuvil Alert Conditions. In an energency, renote DoD
organi zati ons and those collocated wi th another Federal Agency
or not located on a mlitary installation, may receive
of ficial readiness instructions fromthe President or the
Director, Federal Enmergency Managenent Agency (FEMA). The
readi ness instructions not related to DEFCONs are provided for
i nformati on purposes only. The followi ng are the readi ness
| evel s for civil preparedness actions:

a. Conmuni cations Watch. Establish a capability to
nmoni tor official comrunications channels on a 24-hour per day
basi s wherever such a capability is lacking. |Inplenent this
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alert condition w thout public disclosure and with a m ni num
of internal disclosure.

b. Initial Alert. Staff enmergency operating
centers at regular national offices continuously. Extend
comruni cati ons watch to regional and other major field
offices. Curtail or suspend sonme regular agency activities as
necessary.

c. Advance Alert. A general and public
participation in energency and civil preparedness actions to
achi eve the highest degree of civil energency readi ness.

Conpl ete actions necessary for activation of alternate

enmer gency operating centers. Receive energency duties

i ncluding continuation of the essential processes of
governnent as well as energency preparations for the essenti al
functions required if warning of attack.

D. RELATI ONSHI PS W TH GOVERNMVENT AGENCI ES. DFAS-
Headquarters, Centers, and other activities will devel op
wor ki ng rel ati onships with governnent agencies at the
national, state, and local |evel that have simlar crisis
managenent responsibilities. Mst governnment agenci es engage
in disaster or energency planning activities and participate
in joint agency planning nmeetings. These neetings provide a
nmeans of sharing ideas and establishing a network of

know edgeabl e people for resolving actual energencies.
Therefore, it is inmportant to establish these relationships
and foster inter-governnental planning and nutual support.
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CHAPTER 3

CONTI NUI TY OF OPERATI ONS

A. GENERAL. Continuity of Operations Planning (COOP) is
essential to ensure DFAS can continue to neet commtnents to
our custoners. The primary objectives of COOP are to safeguard
personnel, protect DFAS assets, manage risk, avert or |essen
the i npact on operations of an adverse situation, provide for
tinmely resunption and continuation of operations, and maintain
adequat e service levels for our custoners. This includes
recovery froman energency that adversely affects personnel,
automat ed i nformation systens, facilities, or equi pment of any
DFAS organi zation. It also includes taking preventive nmeasures
and actions that will decrease the possibility or the inpact of
an adverse incident and protect life, information, and physi cal
assets. |If an energency should occur, the Agency nust have

vi abl e contingency plans in place to enable effective and
efficient response, imediate resunption of time critical

busi ness functions, recovery of less tine sensitive business
functions, and reconstitution of normal operations. This

i ncl udes the capability to contact or account for enployees as
wel | as relocating operations to an alternate (local area) or
backup (non-1ocal area) site. Each organization wthin DFAS
nmust develop a programw th detail ed procedures to provide
current, critical information so all individuals know what to
do, when and where to go, and how to get there. Regularly
rehearse these COOP plans and test to ensure the policies,
procedures, and actions are viable and personnel can
successful |l y manage unexpected situations. By far, COOP is the
nost inportant category of contingency planning in nmaintaining
operations for the DoD finance and accounting comunity.

B. CONTINU TY OF OPERATI ONS PLANNI NG ( COOP).

1. Basic COOP Concepts and Strategies. Responding to
actual energency scenarios in which unanticipated events occur
requires flexible COOP plans. An energency that disrupts
normal operations can occur at any tinme and place with varying
degrees of inpact. In nost cases, the energency is limted in
scope and magni tude. However, DFAS COOP pl ans must address the
wor st possi ble scenario as well as situations with | esser
degrees of disruption and destruction. Since it is not
possi bl e to docunent every possible contingency scenari o,
devel op fl exible COOP plans to respond to varying degrees of
i npact based on destruction, duration, tine-sensitive
oper ations, and geographi c scope, etc.
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a. Contingency Scenarios. Address at |east the
seven basi c contingency scenari os:

(1) Evacuation of a facility (or a portion of
the facility) during an energency and the response to assess
the situation and reestablish operations.

(2) Energency procurenent of supplies,
equi pment or services.

(3) Relocation of all or part of the operation
to a local (alternate) site.

(4) Relocation of all or part of the operation
to a non-local (backup) site.

(5) Assist DISAin the relocation of data
processi ng support from a supporting Defense Mega Center to an
alternate or backup facility.

(6) Reconstitution of all operations at a new
| ocati on.

(7) Increased requirenents to support the
Services during a nobilization including the operational inpact
of the potential |oss of DFAS active duty mlitary or the
activation of DFAS civilian enployees who are reserve mlitary
per sonnel .

b. Protection of DFAS Resources. Provisions for
protecti ng DFAS personnel and other resources are an inportant
part of COOP. This includes preventive neasures such as off-
site storage of vital records, evacuation procedures, enmergency
notifications, and accountability of personnel.

c. Relocation. It is significantly nore difficult
to nove operations out of the |ocal area, however, nost
facility arrangenments provide for energency local facility
repl acenent and organi zati ons only devel op pl ans for energency
rel ocation to an alternate (local) site. This type of planning
must occur, however, DFAS organi zations nust al so devel op COOP
pl ans for relocation outside the |ocal area to a backup (non-
| ocal) site for contingency situations that require novenent
out si de the geographic area. |If possible, plan to relocate to
another DFAS facility to facilitate reestablishing
connectivity.

d. Limted Operations. Include realistic
requirenments for prioritizing and scaling back operations to
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only essential processes, personnel, and other resources during
a recovery. As a mninmm COOP plans nust cover the tine-span
of requirements for imedi ate response, short-term (24-48 hours
to one week), md-term (one week to one nonth), and |long-term

(one to three nonths) recovery, as well as full reconstitution

of operations (three nonths). ldentify tine-sensitive critical
processes, emergency personnel, priorities for recovery, and
dependent operations. |In addition, COOP plans nust include

procedures for tinmely notification, response, and recovery of
critical tinme sensitive operations.

e. Planning Cycle. The COCP planning cycle is shown
at Figure 3-1.

2. COOP Plan Organi zation. Use the Living D saster Recovery
Pl anni ng System (LDRPS) software tool to document DFAS COOP
plans. The COOP plan consists of text files for “static”
information (information that does not change very often) and a
database to contain “dynamic” information (information that
changes more frequently, but also information available for
extraction in a number of different ways from the database).
The “static” portion of the COOP plan constitutes the basic
COOP plan and is attached as a text file in LDRPS. Also attach
information that is too voluminous to include in the LDRPS
database as a text file. This includes word-processing files,
spread-sheets, and pictures or objects such as maps. The
“dynamic” information will augment the basic COOP plan “as
needed” based on the applicable contingency scenario by
extracting information from the LDRPS database using standard
or customized reports.
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DFAS CONTINGENCY PLANNING APPROACH

UNDERSTAND UNDERSTAND UNDERSTAND
THE BUSINESS THE LEGAL CONTINGENCY
DoD/DI_:AS_Visi_on and Goals REQUIREMENTS PLANNING
Strategic Direction Fundamental Principles

Regulations, Manuals, Guides

Business Work Flow Diagrams

Alternative Methods of Doing Business
Mapping Procedures to Standards to Polices
Interrelationships/Dependencies
Organization Structure

Industry Lessons Learned
Industry Trends and Direction
Industry “Best Practices”
Industry Strategies

National Security Policies
Bottum-up vs Top Down

BUSINESS IMPACT ASSESSMENT RISK ASSESSMENT
Scale of Impact Definitions Internal Business Exposures
Tangible and Intangible Impacts External Business Exposures
Resources Used/Essential Resources Required Level of Risk Acceptance
Establish Business Priorities Changes That Reduce Risk

CONTINGENCY MISSION
Mission Statement Scope of Responsibilities ~ Assumptions and Success Factors
Funding Level Requirements DFAS/DoD Visibility/Priority Planning Concepts and Strategies

CONTINGENCY SERVICE ASSET PROTECTION
LEVEL EXPECTATIONS Asset and Resource Availability
Contingency Contracts
Contingency Processing Requirements Backup & Offsite Storage
Identify Time Sensitive Processes Hazard Protection
Establish Recovery Priorities Physical and Information Security

BASIC CONTINGENCY PLANNING SCENARIOS/TIMEFRAMES
Emergency Response Recovery (Alternate/Backup Site) Reconstitution
Emergency Procurement Data Processing Support Recovery Mobilization
Short-term(24-48 hours to 1 week), Mid-term(1 week to 1 month), Long-term(1 to 3 months)

CONTINGENCY

ACTION TEAMS
(CATS)
Strategy Development

Process Documentation
Team Tasks and Training

Affected Area & Recovery Area (RA)
Response and Recovery Action Teams

PLANS FOR INTERNAL
COMPONENT

Damage Control & Assessment
Crisis Mgmt/Public Relations
Business Continuity

PLANS FOR EXTERNAL
COMPONENTS

Contingency Service Providers

External DFAS Resources

Emergency Services
External logistics

PLAN CONSTRUCTION--LDRPS
Employees Reporting Structure  Processes Software Supplies Vital Records
Teams/Tasks Equipment/Assets Locations Customers Service Providers Text

PLAN EXERCISE & TESTING
Exercise Response and Recovery Action Procedures and Strategies
Test Automated Systems Disaster Recovery Plans
Mobilization Exercises/Joint CPX

FI GURE 3-1
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3. COOP Plan Adm nistration. The DFAS functional business
managers and their contingency planning staff will conduct a
review of the entire COOP plan (both “static” and “dynamic”
information) at least annually by September 30 of each year.

Submit the results of this review to the Director of the

applicable DFAS entity as well as DFAS-Headquarters Deputy
Director, Plans and Management. In addition, management or
contingency team members from the functional business unit will
continually update “dynamic” information to ensure the COOP plan
IS current.

4. COOP Plan Development.

a. Essential Resources. The COOP plans should
identify the full range of essential resources needed for
response, recovery, and reconstitution efforts. The resource
requirements should include personnel, work space, telephone,
terminals, personal computers, office equipment, documents,
supplies, forms, document routine processes, interaction with
customers and service providers, and dependencies with other
processes.

b. Recovery Strategies. Develop recovery strategies
based on the worst possible scenario. Address the actions to
follow if there is a disaster including operational changes of
the business operations and processes. The recovery strategy
should take into account the overall effect on the Agency’s
operations. Develop notification lists to ensure prompt
notification of employees, customers, and service providers.
Identify and prioritize time sensitive functions, business
processes and automated information systems. Designate backups
for staffing as well as backup requirements or emergency
acquisition procedures for vital records, automated information
system processing, telecommunications, forms, supplies,
furniture, and equipment. Document directions, transportation
requirements, points of contact, services, and supplies required
for emergency control (including management, coordination,
reporting, and assembly), alternate operations processing (local
relocation), backup operations processing (non-local
relocation), and off site storage locations.

C. COOP RESPONSI BI LI TI ES. COOP requires the collective
efforts of all personnel in an organization. Without this

total effort the COOP plan will never capture all the key
elements critical to developing a complete plan of action.

1. Management.

a. Senior management support and direct involvement
in the planning process is essential.
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b. Managenent throughout the organization is
responsi ble for inplenmenting COOP policy and procedures within
their respective area of responsibility.

2. Contingency Pl anners.

a. The DFAS- Headquarters contingency planning staff
will establish DFAS wi de polices and procedures for devel oping,
mai nt ai ni ng, and exercising COOP plans. The DFAS-Headquarters
pl anning staff wll maintain a centralized inventory of all
COOP pl ans and nonitor exercises. They will provide a COOP
status report to the DFAS Director annually.

b. Each DFAS entity wll have at |east one
i ndi vi dual designated as a contingency planner. The
conti ngency planner(s) act as the facilitator(s) and
consul tant(s) for COOP pl ans devel opnent and testing for the
entity. The contingency planner(s) is also responsible for
establ i shing energency (crisis) coordination and nanagenent
teanms’ guidelines and training team nenbers on energency
contingency responsibilities. Center and FSA contingency
pl anners may al so be del egated the responsibility for LDRPS
systens adm nistration. The system adm nistrator is
responsi ble for perform ng routine maintenance and entering
changes to fields and reports, creating LDRPS reports, and
provi ding technical support to LDRPS users.

c. Contingency Planning Wrking Goup (CPWG .

(1) Agency. The DFAS-Headquarters contingency
pl anning staff will establish an agency w de Conti ngency
Pl anni ng Worki ng G oup. Personnel designated as contingency
pl anners at each DFAS Center and FSO w || participate in the
Agency CPWG.  This group will neet regularly to discuss issues
related to contingency planning within the Agency.

(2) DFAS-Headquarters and Centers. The
contingency planners for the DFAS-Headquarters staff and each
Center will establish a CPWG for their activity. Each
Directorate will have at | east one person assigned as a
representative to the entities CPWG  The nenbers of the CPWG
are responsi ble for overseeing the COOP plan devel opnent for
their respective organizations.

3. Business Managers.

a. The business manager and their staff are the nost
know edgeabl e of their essential processes and how to
effectively recover operations. Each business manager should
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designate at | east one individual to coordinate COOP for their
maj or business function or organization. The busi ness manager
is ultimately responsible for performng risk assessnents and
devel opi ng and mai ntai ning the detailed COOP for their business
area. The business manager is al so responsible for review ng
and exercising COOP plans at |east annually. This includes
docunenti ng, maintaining, and exercising the COOP requirenents
for automated i nformation systenms (Al Ss) for which they are the
office of primary responsibility. The business manager is al so
responsi bl e for making deci sions regardi ng the necessary
preventive actions based on the Ri sk Assessnment (RA) or

Busi ness | npact Analysis (BIA) of the operation they nmanage.
Consi dering costs involved or other inpact considerations, the
busi ness manager may need to el evate the decision to higher
managenent. The busi ness nmanager will establish a Crisis
Action Recovery Team (CART) for managi ng recovery of the

busi ness area and inform ng team nmenbers of their
responsibilities and providing training in recovery strategy
and procedures. The busi ness manager or supervisor is
responsi bl e for accountability and notification of enployees in
their organization during an energency.

b. Mbst DFAS operations are dependent on the
ener gency response and recovery capability of other
organi zations. Therefore, COOP is a coordinated effort with
organi zations, both internal and external, which provide
critical operations support. This includes those organi zations
that provide Al'S support such as the Defense Information
Systens Agency (DI SA), DoD conponent Central Design Activities
(CDAs), or the DFAS-FSO FSA. Wthout their planning efforts
and assi stance we may not have the necessary systens or back up
data to recover.

D. PLANNI NG ASSUMPTI ONS. Every COOP pl an incl udes sone
assunptions. Docunent any assunptions nmade in devel oping the
COOP plan. The follow ng are exanpl es of some basic pl anni ng
assunptions that m ght apply:

1. Disasters will Range From Wrst Case to Less-Severe
Interruptions. A worst case scenario mght assune: enployees
i ncapaci tated, DFAS facilities or that of the AI'S service
provider are totally unusable or inaccessible, and no
sal vageabl e equi pnent, data, docunentation, etc., exists.
However, nore likely is a |less serious interruption in-which
the enpl oyees, facility, equipnent, data, are avail able or
sal vageabl e.

2. Localized or Regional Energencies. Mst contingency
situations are in one geographic area and will only affect
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those DFAS entities and service providers |ocated within that
region. All other DFAS facilities are operational.

a. Local. 1In circunmstances involving a |localized
event (e.g., fire in building), governnment agencies such as the
General Services Adm nistration and | ocal vendors such as
utility conpanies are able to replace or install facilities,
conput er and communi cati ons, power, portable water, and
port abl e toilets , within a specified “x” to “y” time based on
pre-arranged contingency contracts or procurement arrangements
or agreements.

b. Regional. In the case of a regional emergency
(such as a hurricane, flood, or earthquake), the time required
to recover might be as long as “x” to “y” weeks. This is due
to multiple municipalities, services, facilities, and
businesses contending for the limited emergency resources and
services. Regional emergencies that cause wide-spread
disruption of public utilities such as electricity, water and
telecommunications may also cause additional delays in re-
establishing operations without pre-identified or arranged
alternate sites within the same region.

3. COOP Plan Documentation. If personnel who normally
perform the operations are not available, the documentation in
the COOP plan should enable management and staff familiar with
DFAS business functions, automation technology, and the
requirements of the COOP plan to recover operations.

4. Available Personnel. Sufficient management and staff,
familiar with DFAS business functions and trained in procedures
and tasks in this COOP plan, are available subsequent to the
interrupting event to implement response and recovery efforts.

In addition, the national or local economy is able to meet the
requirements for hiring and training new employees.

5. Vital Records. Backup and store, off site, all
business documentation and files necessary for resumption and
recovery for retrieval within “x” to "y” time frame during a
crisis.

6. Computer Files. Backup all computer data files
required to implement recovery of mainframe, mid-tier, wide or
local area network operating environments, and personal
computers that support time-sensitive business operations daily
or at other regularly scheduled times. Rotate these backups
off-site weekly or for a pre-determined period sufficient to
ensure the protection of data and applications software. The
business manager must approve the type of backup; the timing of
the off-site rotation; retention; and ensure the strategy will
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mnimze the re-entry or re-construction of data and recovery
of files to status.

7. Backup Storage Locations. Store all backup itenms for
resunption and recovery that cannot be easily and quickly
obt ai ned or created fromother identified sources at on-site or
off-site locations. Store backups on-site in a fire resistant
safe in a location that is renote fromthe business and
technol ogy departnents. Locate backups stored off-site outside
the i mredi ate geographic area and in an area that is not
affected by the sanme regional disaster affecting the
originating | ocation.

8. Notifications. Docunent and maintain in the COOP plan
all information necessary to easily and quickly conplete
internal and external contacts required in an energency.

9. Contingency Funding. Contingency funding is avail able
from existing DFAS funds or from other Defense sources for nost
crisis situations. Legislation or executive orders wll
provide authority and funds for major disasters or
nobi | i zati ons.

10. Contingency Support. Service providers will honor
contingency support contracts or agreenents. This includes
i nt eragency agreenents with DI SA for Al'S processing support as
wel | as contracts with private vendors.

11. Recovery Scenarios. Depending upon the type of
i nci dent, execute COOP plans for the seven (7) basic scenari0s:
Docunent sufficient policies and procedures in the COOP pl ans
to enabl e recovery of all essential business functions
i ncl udi ng speci al and uni que processes. Procedures and
policies wll be in place to suspend nonessential procedures.

12. Recovery Tine Frames. DFAS busi ness managers
determine the tine for recovery of each business function or
process and ranges from 24 hours to 3 nonths (90 days).
Identify the mssion criticality and resunption priority of
each process. The availability of hardware and software,
current backup files, tel ecommunications, and the reload tine
requi rements of the host platformdictate the specific tine
frames for recovery. The mninmumtine-franme expected to
restore any conputer systemor application to status and fully
operational is “24” to “72” hours following the installation,
checkout, and turn-over of backup or replacement platforms.

13. Recovery Goals: All DFAS personnel must understand
that following, a major interruption of the Agency’s services
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and operations, is not a matter of “business asusual’-itis
a matter of “survival”!!!!

E. PREVENTION. A nmmjor objective of contingency planning is
to avoid or |essen the inpact on operations of an adverse
situation. Therefore, the COOP plan nust include neasures or
actions to protect DFAS assets and manage risk to prevent an
adverse action from beconm ng a disaster situation from which
DFAS may not recover

1. Risk Assessnent or Business | npact Anal ysis.

a. General. Performa risk assessnment (RA) or
Busi ness I npact Analysis (BIA) to identify the expected
vul nerabilities based on estimated probabilities of the
occurrence of certain events. |In addition, the Bl A assesses
the projected inpact on operations evaluated in specific
nonetary ternms for worst case |losses. This infornmation becones
the foundati on for devel oping prograns to reduce the inpact of
a threat and identify resource requirenents to solve specific
ri sk associ ated problens. Update the RA or BIA annually to
det erm ne adequacy of recovery strategies, validate critica
tinme frames, dependencies, and identify needed preventive
actions.

b. Possible Threats to DFAS Activities. DFAS
activities and DFAS service providers are vulnerable to a w de
range of threats due to the |location of our facilities. Recent
nat ural disasters such as hurricanes, tornadoes, earthquakes,
fl ooding, etc., have caused death, destruction and resulted in
| arge nonetary | osses in geographic areas that are in close
proximty to DFAS sites. In today s environment, natural as
wel | as other threats involving nodern technol ogy are reasons
for concern. The following is a |list of possible threats that
have the potential for causing harmand inpairnent to our
facilities and peopl e:

(1) Natural Threats. The damage resulting from
natural threats can range frommninmal to major. The inpact
can have a long-termeffect on the infrastructure at any given
| ocation. Threats in this category include:

(a) Aval anche,

(b) Damfailure,

(c) Tornado,

(d) Earthquake,

(e) Flood,

(f) Hurricanes or tropical storns,
(g) Landsli de,
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(h) Vol cano,
(1) WIldfire, and
(j) Wnter storms (ice and snow).

(2) Technol ogi cal (Man-made) Threats. Advances
i n nodern technol ogy have dramatically expanded this category
of threats. These threats are frequently unpredictable; can
affect localized or wi despread areas, cause substantial |oss of
life and danmage to property, and pose a significant threat to
the infrastructure. Technol ogical threats include:

(a) Hazardous materials or radiol ogical,

(b) Power failures,

(c) Information attacks (i.e., Conputer
viruses, etc.),

(d) Structural fires,

e) Transportation accidents of all types,

) Airborne poison or chenicals,

) Water supply contam nation

) Bonbs or explosives, including car

bonb,

) Arned enpl oyee or intruder, and

) Work stoppage/ furl ough.

(3) National Security Threats. These types of
threats cone fromhostile forces to the Iand, popul ation or
infrastructure of the United States. Simlar to other
categories, national security threats are either predictable or
unpr edi ct abl e, and i ncl ude:

(a) Nucl ear attack,

(b) Chem cal and biol ogical warfare,
(c) Terrorism

(d) Subversi on,

(e) Insurgency, and

(f) Drug trafficking

2. Emergency Evacuation and Response COOP Pl ans. These
pl ans should identify key points of contact and responsibilities
for buil ding managenent, police services, bonb disposal,
hazardous material, utilities, nedical, and governnent emnergency
support agenci es such as the General Services Adm nistration
(GSA) and | ocal or state Energency Managenment Agencies. Specify
key DFAS personnel and their crisis response team (CRT) or
crisis evacuation team (CET) duties. Describe the energency
reporting or managenent structure and the managenent deci sion
process and invol venent in declaring and responding to an
emer gency.
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a. Evacuation COOP Pl ans. The Energency Evacuation
COOP pl an should contain procedures for the orderly evacuation
of the building including responsibilities of CET and CRT
personnel, assenbly control points, and accountability of
personnel. The plan should al so address alternate evacuation
procedur es.

b. Crisis Action Packages (CAPs). Develop CAPs for
each type of threat that poses a significant risk based upon the
Ri sk Assessnment (RA) or Business |Inpact Analysis (BIA). For
exanple, if the site is in a hurricane zone devel op a CAP
identifying actions needed to prepare for a hurricane including,
briefing of personnel evacuating out of the area, securing the
bui | di ng, and cl eanup procedures, etc. The CAPs should al so
i nclude pre-witten correspondence for quick release in an
energency. For exanple, a notification letter activating a
contingency contract. (Instructions on CAP devel opnent are at

Appendi x B.)

c. Contingency Contracts or Agreenents. Negotiate
contingency contracts or agreements in advance to provide for
expedi ent or continuous service in case of a contingency
situation. The type of contingency contracts or agreenments
needed wi Il vary by location, but should include the follow ng
conmon ar eas:

(1) Agreenment with facilities provider (usually
GSA) to find local, suitable replacenent facilities within a
specified time, usually 1 week for tenporary and 90 days for
seni - per manent or permanent.

(2) Energency purchase or repair of equipnent,
commerci al off-the-shelf (COTS) software, supplies, etc.

(3) Energency transportation or travel
arrangenments for transporting personnel or physical resources.

(4) Energency alternate utilities such as power
generators, water coolers, portable heaters, and portable
toilets, etc.

(5 Un-interruptible power supply to provide for
enmer gency power and controll ed shutdown of operations to protect
critical or sensitive autonmated equi pnent and software.

(6) Redundant communi cation |ines and ot her

enmer gency communi cations capability such as a contingency data
line (T1) to provide for energency tel econmunications.
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(7) Energency cleanup or facility restoration
such as water extraction and renoval .

(8) AI'S backup processing and off-site storage
of files.

(9) Storage of special equipnent or supply
requirements off-site or at the alternate or backup site.

d. Special Enmergency Equi pnent. Keep equi pnent
needed to respond to an energency on-hand or at an alternate
site for quick retrieval. Key energency personnel should
possess wal ki e-tal kies or cellular phones to coordinate the
enmer gency response or evacuation effort. Equip the CCC with
secure phones, secure FAX, secure PC, television, radio,
flashlights, first-aid kit, etc.

F. COOP PLAN CONSTRUCTI ON USI NG LDRPS. The COOP pl ans in
LDRPS shoul d provide information needed to respond and recover
froma disaster. This includes where to go (locations), what
people to notify for response or relocation (teanms and

enpl oyees), what to do (tasks), who to report to (reporting
structure), who else to notify (custoners), where to obtain
needed support (service providers), critical resources needed
(aut omat ed equi pnent, software, telecomunications, assets,
vital records and supplies), in order to provide for continuity
of operations of business functions (processes). The LDRPS
Users Guide and Training Guide contain detailed information
regardi ng COOP plan construction. The follow ng provides
general gui dance on contingency information captured in LDRPS.

1. Sensitive Information in LDRPS. LDRPS nmay contain
sensitive informati on such as the Agenci es backup arrangenents
as well as information subject to the Privacy Act. Do not
store classified information in the LDRPS dat abase. Reference
cl assified docunentation in LDRPS and store in an approved
security container. ldentify all LDRPS generated reports “For
Official Use Only”. Reports containing Privacy Act information
should include a statement advising of the authorized use of
the information in accordance with Executive Order 9397 and
Section 6311 of Title 5 to the U.S. Code. Identify LDRPS data
fields containing information subject to the Privacy Act with a
Privacy Act statement authorizing collection of this
information.

2. Personnel )

a. Successors (Contingency Reporting Structure).
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(1) Chain of Command Succession. Each
organi zation’s COOP plan nust specify successors, alternates to
repl ace Agency authorities, key personnel, and the order of
successi on and conditi ons under which successi on and
term nation will occur.

(2) Chain of Conmand Succession -- DFAS-
Headquarters. No person within this Agency is slated to
succeed a person outside this organization (DoD Directive
3020.4). Wthin the Agency, however, if the DFAS Director
dies, is disabled, or is absent, the incunbents in the DFAS-
Headquarters positions |isted as follows shall succeed to the
position of, and act as, Director, Defense Finance and
Accounting Servi ce:

(a) Principal Deputy Director
(b) Deputy Director for Finance
(c) Deputy Director for Accounting

(d) Senior Executive Service (SES) Oficer
Deputy Director based on the foll ow ng precedence: first in
order of Executive Service pay rate, date of rank, then
seniority in Agency.

(3) DFAS-Headquarters Chain of Command
Succession by Center Director. In the event of death,
disability, or if one of the Headquarters SES Deputy Directors
is not avail able, the senior Center Director shall succeed to
the position of, and act as, Director, Defense Finance and
Accounting Servi ce.

b. Key or Critical Personnel. Designate primary and
alternate staff personnel or positions including service
provi ders needed to performessential functions during an
ener gency response, or at the recovery (alternate or backup)
and/ or reconstitution relocation sites. Such personnel shal
i ncl ude:

(1) Energency Staff Designees. 1ndividuals
who, on short notice, can nove to designated control site or
energency relocation sites, forman energency staff or augnment
an existing command el enment, and perform essential functions.
Create smal|l energency staffs capable of performng their
of fices’ essential functions.

(2) Aternate Coomand Personnel. M ni mal
staffs at alternate conmand centers ensure continuity of
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essential functions during an energency and serve as the nucl ei
for relocated energency staff. Assign these personnel
permanently or on a rotational basis to energency facilities.
These personnel wll:

(a) Maintain a mninmal alternate conmand
center capability.

(b) Perform designated essential functions
when their primary command post or center is inoperable,
destroyed, or as directed.

(c) Support the primary command center and
integrate into the energency staff when it operates fromthe
honme site, or serve as the core for the reconstitution of
damaged or destroyed headquarters.

(3) Skills. In determning the nunber of
essenti al personnel, consider using people with nultiple skills
to reduce the nunber of people required. Al so, designated key
per sonnel should not include nenbers of the Sel ected Reserve
(drilling Reservists or National Guard), or mlitary pre-
trai ned personnel (Ready Reserve or mlitary retirees) subject
to mlitary recall or nobilization.

(4) Energency Staff (key personnel). Ildentify
the nunmber and distribution of enmergency staff positions in the
COOP plan. Key personnel shall participate in periodic
exerci se testing of enmergency procedures.

c. Accountability. Recent catastrophic contingency
situations, such as terrorist bonbings, have accentuated the
need to account for all enployees. Provide a neans to easily
| ocate and val i date enpl oyee presence.

d. Notification. The COOP plan should provide for
i ndi vidual notification of enployees as well as the emergency
poi nts of contact. Cover the follow ng type of information so
the person responsible for notification knows:

(1) Wwo is to contact who and in what priority?

(a) Appropriate actions for contacting
enpl oyees especially after normal business hours.

(b) Advise enpl oyees regardi ng what they

are to do, what is expected of them and where they are to
report.
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(c) Special |eave or furlough
consi derati ons.

(2) 1In case of enployee injury or fatality, who
has responsibility to notify the energency point of contact and
how are they are contact ed.

(3) Wen and how to contact custoners and
service providers and in what order.

e. Trauma Counseling. The COOP plan shoul d provide
for the needs of enployees directly involved in a contingency
situation. This includes designating responsibility for
noni tori ng enpl oyees for synptons of exhaustion or post-
traumatic stress disorder (PTSD) and providing traum
counseling to victins.

3. Teanms and Tasks. This COOP plan construction category
is the most important part of the LDRPS “dynamic” plan. Tasks
are the step by step procedures performed by the various teams
in an emergency response or recovery situation. Detail the
tasks in a manner that someone not familiar with a business
process or function can recover operations. Depending on how
static the organization is, assign employees to the various
positions. Assign an employee as a team leader for all
applicable teams. The following are examples of general
emergency teams and tasks:

a. Emergency (Crisis) Management Team (EMT or CMT).

(1) Responsibility: Coordinate all casualty
control decisions and implement recovery operations. This team
responds to the information provided by the Crisis Response
Team (CRT) and the Crisis Coordination Team (CCT).

(2) Membership: Director and/or Principle
Deputy Director of the DFAS entity, Director of each
Directorate or Deputate as needed, and Public Affairs Officer.

(3) Assembly Location: Normally assemble at
the Crisis Coordination Center (CCC). Personnel assigned to
the CMT should have a SECRET clearance, including a statement
in their position description, since they may need to handle
classified information as part of the normal conduct of
contingency coordination in the CCC.

b. Emergency (Crisis) Coordination Team (ECT or

CCT).
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(1) Responsibility: Coordinate the response
and recovery efforts. The CCT should record significant events
as they occur and the inpact of the event.

(2) Menbership: Normally consists of the
Director of Plans and Managenent and Conti ngency Pl anni ng
Wor ki ng G oup (CPWG) nenbers who are nornmally working | eve
representatives fromeach Directorate or Division or major
functional area.

(3) Assenbly Location: Assenbly area is the
CCC or alternate CCC. Personnel assigned to the CCT shoul d
have a SECRET cl earance since they may need to handl e
classified information.

(4) Actions:

(a) Keep the CMI apprised of the efforts
of the other teans and distribute and control taskings |evied
by the CMI.

(b) Provide assistance to the Crisis
Response Team (CRT) and notifying other teans of the status of
response and recovery efforts. The CCT should notify
appropriate enmergency action teans and initiate recovery
oper ati ons.

(c) Determne feasible approaches for
recovering vital functions and recomend recovery procedures
and priorities to the CMI based on the assessnment of damages
and capabilities.

(d) Reports the energency to ot her DFAS
organi zations includi ng DFAS- Headquarters using the Sl TREP
procedures described in Appendi x A

c. Emergency (Crisis) Response Team (ERT or CRI)

(1) Responsibility: The CRT is responsible for
on-site assessnment and eval uati on.

(2) Menbership: Menbership normally consists
of the Deputy Director of Resource Managenent (as the CRT
| eader); Chief of the Facilities Branch or Division, Building
Security O ficer, Information Security O ficer, Public Affairs
Oficer, Safety Oficer, Automated |Information Systens
representative, and representative(s) fromthe affected
area(s).
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(3) Assenbly Location: Normally the CRT will
assenbl e at the scene of the crisis, or at another
predet ernm ned | ocati on.

(4) Actions:

(a) Reports the casualty and damage
situation to the CCT.

(b) The team | eader confirns the
energency, officially declares the disaster, orders an
i edi ate evacuation if the situation is Iife threatening and
notifies the CCT of the enmergency and the general |ocation.

(c) Provides the CCT with a tinely
assessnment, eval uation, and notice of escalation regarding the
energency. Based on the assessnent of the energency, the CRT
shoul d recommend actions needed for the recovery effort to the
CCT.

(d) Upon arrival, civil police or fire

personnel will assunme control of the incident until the
energency situation is resolved. The CRT reports and provides
i nformation through the G vil Incident Conmander until the

scene is returned to the control of DFAS.

d. Enmergency (Crisis) Evacuation Teans (EET or CET).

(1) Responsibility: Ensure the safe evacuation
of DFAS facilities.

(2) Menbership: Pre-designate energency
personnel as building fire marshals, floor wardens, area
nmonitors, elevator and stair nonitors, safety officers, and
facilities’ representative, as appropriate to control and
assist with the evacuation. Assign special wardens to ensure
handi capped or nobility inpaired personnel receive needed
assi st ance.

(3) Assenbly Location: Predeterm ned

| ocati ons.

(4) Actions: Docunent the duties of the CET in
the Buil di ng Evacuati on Pl an.

e. Energency (Crisis) Recovery Action Teans (ERAT or

CRAT) .
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(1) Responsibility: Responsible for actions
necessary to recover time sensitive operations based on
critical tine frames and the acceptabl e nunber of days del ay.

(2) Menbership: Each nmajor process or function
shoul d have a CRAT conposed of appropriate nenbership fromthe
organi zati on necessary to recover operations.

(3) Assenbly Location: Predeterm ned in plan.

(4) Actions:

(a) Determne requirenent to relocate to a
backup or alternate site as well as incorporate alternate
recovery strategi es such as manual procedures and recovery of
backup docunentation fromoff-site storage or fromthe
ori gi nator.

(b) Responsible for recovery efforts for
the process or functions up to the point of full reconstitution
to